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State of Washington 
Department of Information Services 

PO Box 42445 
5 12 - 12* Avenue SE 

Olympia, Washington 98504-2445 
Master Contract Terms and Conditions 

for the Provision of 
Certification Authority and Public Key Infrastructure Services 

Master Contract Number TOO-MST-001 

Parties 
This Master Contract is entered into by and between the state of Washington acting through the Department 
of Information Services, an agency of Washington State government (hereinafter “DIS”), and Digital 
Signature Trust, Co., licensed to conduct business in the state of Washington, (hereinafter “Contractor”) 
for the provisioning of Certification Authority and Public Key Infrastructure Services (hereinafter 
“Services”, “Software,” “Related Services” and/or “Equipment,” collectively “Products”) to the State. 

Recitals 
Whereas, it is the policy and intent of the state of Washington to promote and enhance the provision of 
government services online to help meet the needs of businesses and the people of Washington; and 

Whereas, the state of Washington acting by and through DIS conducted an open, competitive acquisition 
process and issued a Request for Proposal (RFP), Round I dated July 21, 1999, and Round I1 dated 
January 5,2000, collectively Exhibit A hereto, for the purpose of obtaining a full range of Certification 
Authority and Public Key Infrastructure Services; and 

Whereas, Contractor submitted a timely Response, including Round I Response dated September 24, 
1999 and Round I1 Response dated January 20,2000, collectively Exhibit B hereto, and after evaluation, 
was identified as the apparently successful Contractor; and, 

Whereas, DIS has determined that entering into a Master Contract with Contractor will meet the needs of 
Purchasers and will be in the State’s best interest; 

Now therefore, DIS hereby awards to Contractor this Master Contract to furnish a full range of 
Certification Authority and Public Key Infrastructure Services to Purchasers in accordance with the terms 
and conditions of this Master Contract. 

This Master Contract is an Optional Use Contract that neither financially binds the State nor otherwise 
obligates the State to purchase any Products hereunder. Nor does this Master Contract prevent the State 
from purchasing the same or similar Products from other sources,provided that, all legal acquisition 
requirements are satisfied. This Master Contract is for the business of Purchasers only, and it is not for 
private use. 

Notwithstanding the foregoing, and in ;accordance with Section 45 (Publicity) of this Master Contract, the 
Parties shall use good faith efforts to promote the adoption and use of Public Key Infrastructure and 
Digital Signature technology among stiate agencies and the businesses and people who engage in business 
over the Internet with or within the state of Washington. The parties contemplate that the Contractor will 
offer the State guidance on appropriate technology and policies in support of these goals, including 
solutions that will enable the State to transition existing on-line business applications to PKI. Neither 
party makes any guarantees or promises as to the success of their respective promotional efforts on behalf 
of the other party. 
State of Washington CA & PKS Services 

(1.) 

c; 
Department of Information Services 1 TOO-MST-00 1 



1. Definitions 

“Agency Registration Authority” ( A M )  shall mean a person designated by a Purchaser to act 
on behalf of the Purchaser in clonfirming identification of Subscribers and handling administrative 
matters in non-licensed Certificate issuance and revocation. 

“Audit Log” shall mean a date and time stamped record of the usage of a system. The Audit Log 
records what a computer was used for, allowing a security manager to monitor the actions of 
every user, and can help in establishing an alleged fraud or security violation. 

“Business Days and Hours” shall mean Monday through Friday, 8:OO a.m. to 5:OO p.m., Pacific 
Time, except for holidays observed by the state of Washington. 

“Certificate” see Digital Certificate. 

“Certificate Expiration Date!” shall mean the date after which a user’s Certificate should no 
longer be trusted. The Certificate Expiration Date is contained within the Certificate. 

“Certificate Policy” (CP) shalll mean a named set of rules that indicate the applicability of a 
Certificate to a particular comrnunity and/or class of applications with common security 
requirements. The Washington State CP will become Schedule D hereto and incorporated herein 
via amendment. 

“Certificate Renewal” shall mean the process of issuing a new Certificate to an existing 
Subscriber. Certificate Renewal will in all cases require the generation of a new Key Pair. 

“Certificate Revocation List” (CRC) shall mean a time-stamped list of revoked or suspended 
Certificates that has been digitally signed by a Certification Authority and made available to 
Relying Parties. 

“Certificate Validation” shalll mean the process of determining whether a Certificate is a valid 
Certificate. 

“Certification Authority” shall mean a person who issues a Certificate. The Certification 
Authority hereunder is the Conitractor. 

“Certification Practice Statement” (CPS) shall mean a declaration of the practices that a 
Certification Authority (CA) employs in issuing or administering Certificates. The Washington 
State CPS will become Schedule E hereto and incorporated herein via amendment. 

“Concept of Operations” (CONOPS) shall mean a high level overview narrative of the Services 
to be provided, the roles and responsibilities of all parties and an explanation of how the CA-PKI 
Services will operate. The DIS-approved CONOPS will become Schedule C hereto and be 
incorporated herein via amendiment. 

“Confidential Information” shall mean all information provided by Subscribers or by third- 
parties in confirming Subscriber identity. 

“Contractor” shall mean Digital Signature Trust Co., its officers, employees and agents. 
“Contractor” also includes aniy firm, provider, organization, individual, or other entity providing 
Products under this Master Contract. It shall also include any subcontractor retained by 
Contractor as permitted under the terms of this Master Contract. 

State of Washington CA & PKS Services 
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“Decryption” shall mean the ]process of transforming ciphertext back into plaintext. It is the 
reverse of Encryption. 

“Decryption Key” shall mean the Private Key of a Key Pair used by the Subscriber to decrypt 
messages encrypted with the Encryption Key (Public Key) of the Key Pair. 

“Digital Certificate” shall mean a computer-based record that at a minimum: (a) identifies the 
Certification Authority issuing it; (b) names or identifies its subscriber; (c) contains the 
Subscriber’s Public Key; and (d) is Digitally Signed by the Certification Authority issuing it. 

“Digital Signature” shall mean an electronic signature that is a transformation of a message 
using an asymmetric cryptosystem such that a person having the initial message and the signer’s 
Public Key can accurately determine: (a) whether the transformation was created using the 
Private Key that corresponds to the signer’s Public Key; and (b) whether the initial message has 
been altered since the transformation was made. 

“DIS Contracting Officer” shall mean the Director of the Department of Information Services 
or the person(s) to whom signaiture authority has been delegated in writing. 

“DIS Master Contract Administrator” shall mean the person designated by DIS as responsible 
for the maintenance and administration of this Master Contract, notices, reports and any other 
pertinent documentation or information. The DIS Master Contract Administrator or hisher 
designee may also conduct periodic performance or financial audits related to this Master Contract. 

“Encryption” shall mean the process of turning plaintext into ciphertext that renders the file 
unreadable. 

“Encryption Key” shall mean the Public Key of a Key Pair used to encrypt messages. 

“Equipment” shall mean any hardware that is used in the process of issuing Digital Certificates 
pursuant to this Master Contract and that is available to Purchasers as set forth in Schedule A. 
“Equipment” includes any other hardware that is within the scope of this acquisition and is 
properly added to this Master Contract. 

“Exhibit A” shall mean the DlIS Request for Proposals for Certification Authority and Public 
Key Infrastructure Services, including RFP (Round X) issued July 21, 1999, and RFP Final 
Requirements (Round 11) issued January 5,2000. 

“Exhibit B” shall mean Contractor’s Response, including Round I Response dated 
September 24,1999 and Round I1 Response dated January 20,2000. 

“Issue a Certificate/Certificate Issuance” shall mean the acts of a Certification Authority in 
creating a Certificate and notifying the Subscriber listed in the Certificate of the contents of the 
Certificate. 

“Key Pair” shall mean a Private Key and its corresponding Public Key in an asymmetric 
cryptosystem. 

“Key Recovery” shall mean a key management process associated with the retrieval of a 
Decryption Key lost by the keyholder so as to ensure access to ciphertext created with the 
Encryption Key in question. 
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“Key Update” shall mean creating a new Key Pair and generating a corresponding Public Key 
Certificate. 

“Licensed Certification Authority” shall mean a Certification Authority to whom a license has 
been issued by the Washington Secretary of State and whose license is in effect, per RCW 
19.34.020 (21). 

“Price” shall mean charges, costs, rates, and/or fees charged for the Products under this Master 
Contract and shall be paid in United States dollars. 

“Private Key” shall mean the key of a Key Pair used to create a Digital Signature. 

“Products” shall mean any Contractor-supplied Services, Related Services, Equipment or 
Software. Only those Products set forth on Schedule A may be purchased hereunder. 

“Public Key” shall mean the key of a Key Pair used to verify a Digital Signature. 

“Public Key Infrastructure” (PKI) shall mean the structure of hardware, software, people, 
processes and policies that em ploys Digital Signature technology to enable a verifiable 
association between the public component of an asymmetric Public Key with a specific 
Subscriber. 

“Public Repository” shall mean a system for storing and retrieving Certificates and other 
information relevant to Digital Signatures. 

“Purchaser” shall mean DIS and those governmental or nonprofit entities who have entered into 
an interlocal or Customer Service Agreement with DIS and who buy Products hereunder. 

“RCW” shall mean the Revised Code of Washington. 

“Registration Authority,” shall mean the Contractor, or its employees or agents, who perform 
registration and authentication activities on behalf of the Contractor. 

“Related Services” shall mean those services that are appropriate to the scope of this Master 
Contract and include such things as configuration and engineering support, installation services, 
maintenance, training, etc. “Related Services” include any other services that are within the 
scope of this acquisition and are properly added to this Master Contract. 

“Relying Party” shall mean one who relies on a Digital Signature. 

“Repository” see Public Repository. 

“Revoke a Certificate” shall mean to make a Certificate ineffective permanently from a 
specified time forward. Revocation is effected by notation or inclusion in the Certificate 
Revocation List, or to the extent allowed by law, other compilations of Revoked Certificates, and 
does not imply that a revoked Certificate is destroyed or made illegible. 

“Secure System” shall mean computer hardware, software, and procedures that are reasonably 
secure fiom intrusion and misuse; provide a reasonable level of availability, reliability, and 
correct operation; are reasonably suited to performing their intended functions; and enforce the 
applicable security policy. 

“Services” shall mean those Certification Authority and Public Key Infrastructure services being 
acquired pursuant to this Master Contract and include, but are not limited to, Authentication, 
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registration, Certificate Issuance, Certificate Revocation; Key Recovery, archiving and life cycle 
management. “Services” include any other services that are within the scope of this acquisition 
and are properly added to this Master Contract. 

“Software” shall mean the object code version of computer programs and any related 
documentation that is available to Purchasers as set forth in Schedule A. “Software” includes any 
other software that is within the scope of this acquisition and is properly added to this Master 
Contract. Software also means the source code version, where provided by Contractor. 

“Specifications” shall mean the technical and other specifications set forth in the RFP, Exhibit A, 
and any additional specifications set forth in Contractor’s Response, Exhibit B, collectively. 

“State” shall mean DIS, any division, section, office, unit or other entity of DIS or any of the 
officers or other officials lawfiilly representing DIS. “State” may also include Purchaser. 

“Subscriber” shall mean a person who: (a) applies for or accepts the Certificate ; (b) is the 
subject listed in a Certificate; and (c) holds a Private Key that corresponds to a Public Key listed 
in that Certificate. 

“Subscriber Agreement” shall mean the agreement between Contractor and a Subscriber 
hereunder that sets forth the roles and responsibilities associated with Subscriber’s use of Digital 
Certificates. 

“WAC” shall mean the Washington Administrative Code. 

Contract Term 

(2 2. Term 

2.1. Initial Term. The initial term of this Master Contract shall be three (3) years, 
commencing upon the date of its execution by DIS. 

2.2. Subsequent Terms. The term of this Master Contract may be extended by five (5) 
additional one year teims, provided that, the extensions shall be at the option of DIS on 
terms acceptable to Contractor and shall be effected by DIS giving written notice of its 
intent to extend this Master Contract to Contractor not less than thirty (30) days prior to 
the expiration of the then-current Contract term and Contractor accepting such extension 
prior to the expiration of the then-current term. 

3. Survivorship 

The terms, conditions and warranties contained in this Master Contract, that .by their sense and 
context are intended to survive the completion of the performance, cancellation or termination of 
this Master Contract, shall so survive. Specifically, the terms of the sections titled Software 
Licenses, Patent and Copyright Indemnification, Save Harmless, Contractor’s Proprietary 
Information, Disputes, Limitation of Liability, Protection of Confidential Information, 
Publicity, and Insurance shall survive the termination of this Master Contract. 
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Pricing, Invoice and Paymenit 

(- 1 4. Pricing 
/ 

4.1. During the design, development and implementation period, Contractor and DIS will 
determine the specific ]Products to be offered to Purchasers under this Master Contract 
and the pricing structure therefor. Those designated Products and Prices will be set forth 
on Schedule A -Authorized Product and Price List and incorporated herein via 
amendment. Contractoir agrees to provide the Products at the Prices set forth in Schedule 
A to this Master Contract. Such Prices may not be increased during the Initial Term of 
this Master Contract. No other costs shall be payable to Contractor, except for the DIS 
Master Contract Administration Fee. Purchasers under this Master Contract can negotiate 
volume discounts. 

4.2. If Contractor reduces its prices for any of the Products during the term of this Master 
Contract, Purchaser shall have the immediate benefit of such lower prices for new 
purchases. Contractor will send notice to the DIS Master Contract Administrator with the 
reduced prices within fifteen (15) calendar days of the reduction taking effect. 

Contractor agrees all the Prices, terms, warranties, and benefits provided in this Master 
Contract are comparable to or better than the terms presently being offered by Contractor 
to any other governmental entity purchasing under similar terms. If Contractor shall, 
during the term of this Master Contract, enter into contracts with any other governmental 
entity providing greater benefits or more favorable terms than those provided by this 
Master Contract, Contractor shall be obligated to provide the same to Purchaser for 
subsequent purchases. For the purpose of the preceding sentences, DIS shall have the 
burden of demonstrating that the terms, warranties and benefits offered by Contractor to 
any other governmental entity are sufficiently “similar” to warrant comparable pricing. 

4.3. 

5. Taxes 

Purchaser will pay sales and use taxes imposed on the Products at Purchaser’s local rate. 
Contractor shall pay all other taxes including, but not limited to, Washington Business and 
Occupation Taxes, other taxes based on Contractor’s income, and taxes levied or assessed on 
Contractor’s personal property,. 

6. Invoice and Payment 

6.1. Contractor will submit properly itemized invoices to Purchaser. Invoices shall provide the 
following: 

a) Contractor’s name and address and remittance address, if different; 
b) Purchaser’s name ;and address, and Purchase Order or Field Order number; 
c) This Master Contr,act number (TOO-MST-00 1); 
d) Description of Services or Related Services, including price; 
e) For Certificates, Subscriber’s name, issue date, and Expiration Date, type and level 

(as defined in the CP); 
f )  Description of Products, including price, quantity ordered, model and serial numbers 

as appropriate; 
g) For Products, date of delivery and/or date of installation and setup, as applicable; 
h) Applicable discouints; 
i) Total invoice price, excluding sales tax; 
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6.2. 

6.3. 

6.4. 

6.5. 

j) DIS Master Contract Administration Fee; 
k) Sales or other applicable taxes; 
1) Total invoice price; and 
m) Payment terms including any available prompt payment discounts. 

Payments shall be due for Products within thirty (30) days after date of Certificate 
Issuance, or delivery and/or installation and setup, as applicable, or thirty (30) days after 
receipt of properly prepared invoices for the same, whichever is later. 

Incorrect or incomplete invoices will be returned by Purchaser to Contractor for 
correction and reissue. 

This Master Contract number (TOO-MST-00 I )  shall appear on all invoices, bills of lading, 
packages, and correspclndence relating to this Contract. Purchaser shall not honor drafts, 
or accept goods on a sight draft basis. 

If Purchaser fails to make timely payment, Contractor may invoice Purchaser one percent 
(1%) per month on the amount overdue or a minimum of $1 .OO. Payment will not be 
considered late if a check or warrant is postmarked within the timelines established in 
Subsection 6.2 above. 

7. Overpayment to Contractor 

Contractor shall promptly refund to Purchaser the full amount of any erroneous payment or 
overpayment, as determined by Purchaser, made to Contractor, upon notice of such. 

8. Advance Payment Prohibited 

No advance payment shall be made for the Products furnished by Contractor under this Master 
Contract. 

Contractor’s Responsibilities 

9. Contractor’s Program Mainager 

9.1. Contractor shall appoint a Washington State Program Manager who will act as the 
primary point of contact for communications related to this Master Contract. The 
Program Manager will do all things necessary to ensure Contractor’s performance of the 
terms herein, including using good faith efforts for the promotion, adoption, and use of 
Public Key Infrastructure and Digital Signature technology among state agencies and the 
businesses and people who engage in business over the Internet with or within the state of 
Washington. DIS, in its sole discretion, shall have approval authority over the person 
selected as Contractor’s Program Manager, or any replacement thereof. Contractor 
appoints, and DIS accepts, Karen West, Director of Government Services, as the initial 
Program Manager. 

9.2. Contractor shall appoint an officer of the corporation as the Executive Point of Contact, 
to be the person who receives notice of and resolves issues related to the Program 
Manager, if any. Contractor appoints, and DXS accepts, Scott Lowry, CEO, as the initial 
Executive Point of Contact. 

9.3. Contractor shall provide DIS with written notice of a proposed replacement of the 
Program Manager or a change in the Executive Point of Contact. 
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10. 

11. 

12. 

13. 

14. 

In-State Presence or Agent 

Contractor shall have or establish, within sixty (60) days of the execution of this Master Contract, 
a place of business within Washington State or register with the Washington State Secretary of 
State and designate an in-state agent. 

Implementation Plan 

Contractor shall develop an Implementation Plan that must be approved by DIS. The 
Implementation Plan is attachedl hereto as Schedule B. 

Concept of Operations (CONOPS) Development 

Upon Master Contract execution Contractor will assign a team to work with the State of 
Washington PKI implementation team to develop the Concept of Operations (CONOPS) for the 
Washington state PKI. The CONOPS will describe the overall architecture of the State of 
Washington PKI (CAs, Repositories, Servers, etc.), the types of Subscribers supported by the 
PKI, the types of Certificates to be issued by the PKI, and the overall Certificate management 
services (renewal, revocation, publishing, etc.) to be provided by the PKI. The final CONOPS 
will be delivered to DIS within thirty (30) days after Contract execution and will be compliant 
with all RFP requirements. The DIS-approved CONOPS will become Schedule C hereto and be 
incorporated herein via amendment. 

Obtain and Maintain a washington State License as a Certification Authority 

13.1. Not later than one hundred eighty (1 80) days after execution of the Master Contract, 
Contractor shall become a Licensed Certification Authority under Chapter 19.34 RCW, 
and shall maintain the Certification Authority License in good standing at all times 
during this contract. At least every forty-five (45) days after execution of the Master 
Contract, Contractor shall provide DIS with a status report of the progress made toward 
obtaining the License showing due diligence in the application procedure (reports due at 
45,90 and 135 days aftler contract execution). Failure of the Contractor to demonstrate 
due diligence or to obtain a License within the stated time will automatically terminate 
the Master Contract without any opportunity of Contractor to cure the default, unless 
DIS, in its sole discretion, in writing extends the requirement. 

If Contractor fails to obtain a Certification Authority License within the stated time, or 
becomes unlicensed thexeafter, DIS may terminate the Master Contract and begin 
negotiations with the next best bidder in the RFP process that lead to the original Master 
Contract. 

13.2. 

13.3. Contractor shall comply with changes or additions to Washington state laws or regulations 
relating to Certification Authorities or Digital Signatures. If such changes or additions 
conflict with this Master Contract, the law will control and the provisions of this Master 
Contract in conflict with the law shall be deemed amended to conform to the law. 

Register Subscribers 

Contractor shall register Subscribers for Digital Certificates in accordance with the applicable 
Washington State Certificate Policy and the policies and procedures in the Certification Practice 
Statement. DIS reserves the right to review and may accept or reject any agreements Contractor 
uses to register Subscribers. The DIS-approved Subscriber Agreement will become part of 
Schedule D hereto and be incorporated herein via amendment. Agreements approved by DIS as final 
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15. 

16. 

17. 

18. 

19. 

shall not be materially modified by either party without advance notice to the other party, and by 
Contractor without the advance written consent of DIS. 

Confirm Identity of Subscribers 

Contractor shall confirm the Subscriber’s identity pursuant to the applicable Washington State 
Certificate Policy before issuing a Digital Certificate. 

Revoke Subscriber Certificates Upon Request 

Contractor shall revoke a Subscriber’s Certificate in accordance with the Certificate Policy. That 
Policy may include provisions permitting a Certificate to be revoked upon request of the 
Subscriber, hisher employer, or a person authorized to act on behalf of the Subscriber. 

Washington State Certificate Policy 

Contractor shall create and maintain a Washington State Certificate Policy in accordance with 
this Master Contract, chapter 19.34 RCW and WAC 434-180. DIS shall have the right to review 
and approve or reject any changes to the Certificate ]Policy. Upon approval by DIS, the 
Washington State Certificate Policy will be considered final and will become Schedule D hereto 
and incorporated herein via amendment. The final Washington State Certificate Policy shall not 
be materially modified by either party without advance notice to the other party, and by 
Contractor without the advance written consent of DIS. Notwithstanding Contractor’s proprietary 
rights in the model Certificate Policy used to create the Washington State Certificate Policy, the 
Washington Certificate Policy ishall be owned exclusively by DIS. 

Washington State Certificaltion Practice Statement 

Contractor shall create and maintain a Washington State Certification Practice Statement in 
accordance with this Master Contract, chapter 19.34 RCW and WAC 434- 180. DIS shall have the 
right to review and approve or reject any changes to the Certification Practice Statement. Upon 
approval by DIS, the Washington State Certification Practice Statement will be considered final 
and will become Schedule E hereto and incorporated herein via amendment. The final Washington 
State Certification Practice Statement shall not be materially modified by either party without 
advance notice to the other party, and by Contractor without the advance written consent of DIS. 

Maintain a Public Repository 

19.1. Contractor shall maintain a Repository accessible to the public that includes a database 
containing Certificates published in the Repository, notices of revoked or suspended 
Certificates, an archive of Certificates that have been suspended or revoked, and contains 
no known inaccurate information. 

19.2. The Repository shall operate and be accessible to the public 98.5% of the time, excluding 
time scheduled for regular maintenance. For purposes of such calculation, Service 
availability for a given month is calculated as a percentage representing the total number 
of minutes the Service is available during the month divided by the difference between 
the total number of minutes during the month less the total number of minutes of 
scheduled downtime. 
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20. 

21. 

22. 

23. 

a) Scheduled downtime will be a maximum of seven hours per month, and will occur 
during times of least disruption to operations, currently between 2 and 5 a.m., Pacific 
Time. 

b) Contractor will give DIS at least three (3) days advance notice of any scheduled 
downtime. 

c) Downtime caused by unavailability of intermediary Internet service providers shall 
not be counted toward the 98.5% Service availability. 

Contractor shall maintain the Certificate Revocation List to accurately reflect the current 
status of Certificates issued to Subscribers. Contractor shall update data of suspension 
and revocation of Certificates at intervals set forth in the applicable Washington State 
Certificate Policy. 

19.3. 

19.4. Contractor shall maintain an archive of Subscriber Certificates and Keys that have been 
suspended or revoked, or that have expired, for at least seven (7) years from the date of 
suspension, revocation or expiration. If a new CA is designated, Contractor shall provide 
a copy of the contents of this archive to the new CA , in an electronic database that is 
compatible with the new CA’s PKI at no cost to the new CA or the State. 

Conduct Compliance and Security Audits 

Contractor shall conduct compliance and security audits as required for maintaining a 
Washington State Certification Authority license under Chapter 19.34 RCW. For the non- 
licensed Certification Authority portion of this Masier Contract, Contractor shall conduct a CS2 
audit annually, or at some other interval determined by DIS, the results of which must be 
satisfactory to DIS. Contractor shall provide DIS a copy of the audit report within thirty (30) 
days of the date of the report. So long as Contractor uses the same Secure System for licensed and 
non-licensed Certificate Issuance hereunder, this section shall not be interpreted to require 
Contractor to conduct additional compliance or security audits specific to this Master Contract, as 
long as audits performed on the Contractor meet the requirements of this section and the 
Washington State Certificate Policy. 

Setup Agency Registration Authorities Upon Request 

Upon request, Contractor shall assist Purchasers in setting up Agency Registration Authorities in 
a manner consistent with this Master Contract and associated Schedules. 

Training 

When requested by Purchaser, Contractor shall provide training of Agency Registration 
Authorities. The training shall cover, at a minimum!, how to install the Software, operate an 
Agency Registration Authority, generate Certificates, create Digital Signatures, verify Digital 
Signatures and confirm Certificate validity. 

Problem Reporting and Escalation Procedures 

23.1. Contractor shall provide DIS, Subscribers and Purchasers access to Contractor’s Support 
Center 24 hours a day, 7 days a week, as more specifically set forth in Schedule F hereto. 

Contractor shall maintain an escalation procedure, including contact names and titles as 
set forth in Schedule 11, with appropriate time intervals for status reports and point(s) of 
contact for unresolved problems. 

23.2. 
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24. Issue Digital CertificatesIGrant of License For Use of Certificate Policy 

24.1. Contractor shall issue Digital Certificates, both licensed and non-licensed, that reference 
a Washington State certificate Policy Object Identifier when the Certificate is issued in a 
manner compliant with the referenced Policy. Certificates will be issued in accordance 
with the timeframes set forth in the applicable Certificate Policy. 

Contractor shall generate and maintain a Washington State CA Root Key to be owned by 
the state of Washington and used by Contractor for signing Digital Certificates that assert 
the Washington State Certificate Policy. The Washington State Certificate Policy shall be 
created by Contractor based, in part, on a model Certificate Policy provided by 
Contractor. Contractor’s model Certificate Policy used to produce the Washington State 
Certificate Policy shall remain the property of Contractor. 

Notwithstanding Contractor’s proprietary rights in the model Certificate Policy used to 
create the Washington State Certificate Policy pursuant to this Master Contract, the 
Washington Certificate Policy shall be owned exclusively by DIS. Use of the CA Root 
Key and the assertion of the Washington State Certificate Policy in Certificates issued by 
Contractor shall inure to the benefit of the state of Washington. 

DIS grants to Contractor a three-year nonexclusive, nontransferable, revocable license to 
issue Certificates that reference a Washington State Certificate Policy to Persons who are 
not Subscribers under this Master Contract, when such Certificates are issued in 
accordance with the Washington State Certificate Policy. 

24.2. 

24.3. 

24.4. 

a) DIS, in its sole discretion, may revoke this license effective immediately upon 
Contractor’s deviation from the applicable Washington State Certificate Policy 
andor Certification Practice Statement. 

b) DIS may revoke this license without cause upon sixty (60) days advance notice 
DIS fully expects that the value of the Washington State Certificate Policy will increase 
over time as the number of issued Certificates referencing the Washington State Certificate 
Policy increases DIS reserves the right to, on an annual basis, assess the then-current value 
of the license to issue Certificates to private and other governmental Subscribers not subject 
to this Master Contract, and negotiate either an adjustment to the Prices charged to 
Purchasers under this Master Contract or an amount to be paid by the Contractor to DIS as 
royalties for the use of the Washington State Certificate Policy. 

24.5. 

25. Recover Decryption Keys 

Upon request of a Subscriber or Subscriber’s designee, or the designee of Purchaser, Contractor 
shall recover Decryption keys so that data a Subscriber has encrypted can be decrypted. The 
Subscriber and Purchaser must be able to decrypt encrypted documents during the public 
document retention period. Key recovery must allow Subscriber or Purchaser to recover a copy 
of the Decryption Key needed for a particular document should the Decryption Key be lost by the 
Subscriber or otherwise become unobtainable. 

26. Certificate Renewal 

Contractor shall issue a new Certificate to existing Subscribers at intervals set forth in the 
applicable Washington State Certificate Policy. New Key Pairs must be generated upon renewal. 
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c.1 

27. 

28. 

29. 

30. 

Key Update 

Contractor shall provide for Key Updates upon request of the Subscriber or Purchaser, at the rates 
set forth in Schedule A. Certificates accompanying Key Updates will be issued by the Contractor in 
accordance with the timeframes set forth in the applicable Washington State Certificate Policy. 

Protection of Confidential Information 

28.1. Subscriber Information. Contractor and its subcontractors will protect the privacy of all 
information provided by Subscribers. Contractor acknowledges that all information 
provided by Subscribers consists of Confidential Information, the disclosure of which to, 
or use by, third parties could be damaging. Contractor agrees to hold all such information 
in strictest confidence, not to make use thereof for other than the performance of this 
Contract, to release it only to authorized employees requiring such information, and not to 
release or disclose it to any other party. Contractor agrees to release such information or 
material only to employees or other parties who have signed a written agreement expressly 
prohibiting disclosure, unless otherwise required by law or court order. 

28.2. DIS and Purchaser Information. 

a) Contractor acknowledges that all non-Subscriber material and information which 
may come into its possession or knowledge in connection with this Master Contract 
or its performance, consists of Confidential Information, the disclosure of which to, 
or use by, third parties could be damaging. Contractor agrees to hold all such 
information in strictest confidence, not to make use thereof for other than the 
performance of this Contract, to release it only to authorized employees requiring such 
information, and not to release or disclose it to any other party. Contractor agrees to 
release such information or material only to employees or other parties who have 
signed a written agreement expressly prohibiting disclosure, unless otherwise required 
by law or court order. 

b) Subsection 28.2 a) above does not impose any obligation on the Contractor if the 
information is: (i) publicly known at the time of disclosure; (ii) already known to the 
receiving party at the time; (iii) furnished by DIS or Purchaser to others without 
restrictions on its use or disclosure; or (iv) independently developed by the receiving 
party without use of the Confidential Information. 

c) Information contained in Certificates, Certificate Revocation Lists and the Repository 
shall not be considered confidential or private information. However, Contractor 
shall use its best efforts to ensure that information obtained from the Repository may 
not be used to perform unsolicited communication with Subscribers (e.g., junk e-mail 
and/or spam). 

Site Security 

While on the Purchaser's premises, Contractor, its agents, employees, or subcontractors shall 
conform in all respects with physical, fire, or other security regulations or instructions 
communicated by the State or Purchaser to Contractor. 

Contractor Commitments, Warranties and Representations 

Any written commitment by Contractor within the scope of this Master Contract shall be binding 
upon Contractor. Failure of Contractor to fulfill such a commitment may constitute breach and 
shall render Contractor liable for damages under the terms of this Master Contract. For purposes 
of this Master Contract, a commitment by Contractor which shall be in writing includes: (a) 

State of Washington CA & PKS Services 
Department of Information Services 12 TOO-MST-00 1 



prices, discounts, and options committed to remain in force over a specified period of time; and, 
(b) any warranty or representation made by Contractor in its Response or contained in any 
literature, descriptions, drawings or specifications accompanying or referred to in its Response or 
used to effect the sale to Purchaser of Products, or any other physical, design or functional 
characteristics of a machine, software package, system, training, service or other Product within 
the scope of this Master Contract. 

Purchaser’s Responsibilities 

31. Purchaser Use of Master Contract/Hold DIS Harmless 

3 1.1. This Master Contract may be used only for the business purposes of Purchasers, and it is 
not for private use. Reference of this Master Contract Number and/or Purchaser’s signature 
on the order document signifies Purchaser’s agreement to comply with the terms and 
conditions of this Master Contract. Failure to abide by these restrictions may result in the 
Purchaser forfeiting the right to make future purchases under this Master Contract. 

3 1.2. By use of this Master Contract, Purchaser agrees to hold DIS, its employees and agents, 
harmless for any losses or damages of whatsoever nature arising from Purchasers’ use of 
this Master Contract and/or the Products purchased hereunder. Purchasers will not hold 
DIS, its employees or agents, responsible for any consequences arising from Purchasers’ 
use of this Master Contract and/or the purchases hereunder. 

32. Purchaser’s Use of Software 

c.’ 32.1. Purchaser shall comply with the terms and conditions of software licenses for any 
Products purchased hereunder. 

32.2. Purchaser acknowledges that aspects of the licensed materials, including the specific 
design and structure of individual programs may constitute trade secrets and/or 
copyrighted material of Contractor. Purchaser will not disclose, provide, or otherwise 
make available such trade secrets or copyrighted material in any form to any third party 
without the prior written consent of Contractor, unless required by statute or Court order. 
If Purchaser receives a public records request for such information, Purchaser will follow 
the procedures set forth under the provision titled Contractor’s Proprietary 
Information. Purchaser agrees to implement reasonable security measures to protect 
such trade secrets and copyrighted material. 

32.3. Purchaser shall not transport or transmit, directly or indirectly, the Equipment or any 
technical data received from Contractor, nor the direct product derived therefrom, outside 
the United States or Canada without Contractor’s prior written consent and without 
complying with all export laws and regulations of the United States. 

Equipment and Software 

33. Equipment and Software Delivery and Warranty 

33.1. Contractor shall deliver the Equipment and/or Software to Purchaser’s location on or 
before the agreed upon delivery date. 

Contractor shall ship all Equipment purchased and/or Software licensed under this Master 
Contract, freight prepaid, FOB Purchaser’s destination. The method of shipment shall be 
consistent with the nature of the Equipment and/or Software and hazards of 
transportation. Regardless of FOB point, Contractor agrees to bear all risks of loss, 

33.2. 
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damage, or destruction of the Equipment aridor Software ordered hereunder, except loss 
or damage attributable to Purchaser’s fault or negligence; and such loss, damage, or 
destruction shall not release Contractor from any obligation hereunder. Afier the delivery 
date or date of installation and setup, if applicable, the risk of loss or damage shall be 
borne by Purchaser, except loss or damage attributable to Contractor’s fault or 
negligence. 

33.3. Software and Equipment Warranty. Contractor warrants for a minimum of 90-days after 
delivery that the Software and Equipment shall be in good operating condition and shall 
conform to the Specifications and other materials provided to Purchaser. 

34. Software Licenses 

34.1. Contractor may offer third-party Software under this Master Contract pursuant to the 
terms and conditions of an End User License Agreement (EULA), so long as the EULA 
terms and conditions do not conflict with this Master Contract and specifically provide: 

a) that the governing law shall be the laws of the state of Washington; 
b) that the jurisdiction for any action or proceeding shall be the Superior Court of 

Washington and the venue shall be Thurston County, Washington; 
c) that any limitations on disclosure or any confidentiality provisions comply with the 

public disclosure laws of the state of Washington (RCW 42.17). 
d) that the grant of license be irrevocable, perpetual, nonexclusive and nontransferable, 

subject to the terms and conditions of such license; that Purchase has right to copy 
the Software to make one (1) copy for back-up or archival purposes, provided 
Purchaser affixes to such copies all trademarks, copyright notices, restricted rights 
legends, proprietary markings and the like exactly as they appear on the original copy 
of the Software. 

34.2. The License Agreement terms and conditions for any Contractor-owned software that 
may be offered under this Master Contract will comply with the requirements of 
Subsection 34.1. 

35. Software Ownership 

35.1. Contractor shall maintain all title, copyright, and other proprietary rights in the Software. 
Purchaser does not acquire any rights, express or implied, in the Software, other than 
those specified in this Contract. 

Contractor, as Licensor, hereby warrants and represents to the Purchaser as licensee that 
Contractor is the owner of the Software licensed hereunder or otherwise has the right to 
grant to Purchaser the licensed rights to the Software provided by Contractor through this 
Contract without violating any rights of any third party, and that there is currently no 
actual or threatened suit by any such third party based on an alleged violation of such 
right by Contractor. 

35.2. 

36. Software Upgrades and Enhancements 

Contractor shall be required, within the Initial Term of this Master Contract: 

36.1. To supply at no additional cost to Purchaser or the State, updated versions of the 
Software to operate on upgraded versions of‘ operating systems; 
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36.2. To supply, at no additional cost to the Purchaser or the State, updated versions of the 
Software, which encompass improvements, extensions, or other changes which DIS, at its 
discretion, deems to be logical improvements or extensions of the original products 
supplied by the Contractor. 

Contractor shall support hardware and Software releases that it has provided. Purchasers are not 
required to upgrade to every new release. 

Contract Administration 

37. Notices 

37.1. Any notice or demand or other communication required or permitted to be given under 
this Master Contract or applicable law (except notice of malfunctioning Equipment or 
Software) shall be effective only if it is in writing, properly addressed, and delivered in 
person, or sent by facsimile transmission, or by a recognized courier service, or e-mail, to 
the parties at the addresses or phone numbers provided in this section. For purposes of 
complying with any provision in this Master Contract or applicable law that requires a 
“writing,” such communication, when Digitally Signed with a Washington State Licensed 
Certificate, shall be considered to be “in writing” or “written” to an extent no less than if 
it were in paper form. 

To Contractor at: 

Digital Signature Trust Co. 
And to Contractor at: 

Digital Signature Trust Co. 

1005 East 2 100 South 
84 106 5 4% b?, cgdTa Salt Lake City, UT 84106 

‘ ~ ~ I I b - ~ 7 ~ 3 V o i c e :  (801) 246-4380 
Far: (801) 246-4361 

Voice: (801) 246-4380 

E-mail: legal@,digsigtrust.com E-mail: govservices@,digsigtrust.com 
Fax: (801) 246-4361 

To DIS at: And to DIS at: 

State of Washington 
Department of Information Services 
Attn: DIS Master Contract Administrator 
PO Box 42445 
5 12 - 12” Avenue. SE 
Olympia, WA 98504-2445 
Voice: (360) 902-3301 
Fax: (360) 664-071 1 
E-mail: mcadmin@,dis.wa.gov 

State of Washington 
Department of Information Services 
Attn: Manager Digital Government Strategies 
PO Box 42445 
1 1  LO Jefferson St. SE 
Olympia, WA 98504-2445 
Voice: (360) 902-3526 
Fax: (360) 902-2982 
E-mail: saunders@,dis.wa.gov 

or to Purchasers at the address and fax number listed on their purchase order. 

37.2. Notwithstanding RCW 1.12.070, such communications shall be effective upon the earlier 
of receipt or four (4) calendar days after mailing. The notice address and fax numbers as 
provided herein may be changed only by written notice as provided above. 

In the event that a subpoena or other legal process commenced by a third party, related in 
any way to the Products provided pursuant to this Master Contract is served upon 

37.3. 

State of Washington CA & PKS Services 
Department of Information Services 15 TOO-MST-00 1 



Contractor or Purchaser, such party agrees to notify the other party in the most 
expeditious fashion possible following receipt of such subpoena or other legal process. 

c., 38. Section Headings, Incorporated Documents and Order of Precedence 

38.1. The headings used herein are inserted for convenience only and shall not control or affect 
the meaning or construction of any of the sections. 

Each of the documents listed below is incorporated by this reference into this Master 
Contract as though fully set forth herein: 

a) Exhibit A - State of Washington, DIS Request for Proposals for Certification 
Authority and Public Key Infrastructure Services, Round I, dated July 2 1 , 1999; and 
DIS Round 11, dated January 5,2000. 

b) Exhibit B - Contractor’s Response, Round I, dated September 24, 1999 and Round 
11, dated January 20,2000, including all written information provided with 
Contractor’s Response; 

c) All Schedules to this Master Contract; 
d) The terms and conditions contained on Purchaser’s purchase documents, if used; and, 
e) All Contractor or manufacturer publications, written materials and schedules, charts, 

diagrams, tables, descriptions, and other written representations Contractor made 
available to Purchaser and used to effect the sale of Products to Purchaser, or 
purports the item purchased is fit for a particular purpose or attests to the Product’s 
engineering level, operating condition, functions, capabilities, or merchantability. 

38.2. 

38.3. In the event of any inconsistency in this Masier Contract, it shall be resolved in the 
following order of precedence: 

a) Applicable federal and state statutes, laws, and regulations; 
b) Provisions of this Master Contract (TOO-MST-00 1); 
c) Schedule A - Authorized Product and Price List; 
d) Schedule D - Certificate Policy and supporting documents; 
e) Schedule E - Certification Practice Statement; 
f )  Schedule C - Concept of Operations; 
g) Schedule B - Implementation Plan; 
h) Schedule F - Problem Escalation Procedures 
i) Exhibit A to this Master Contract (RFP) --Round I and Round 11; 
j) Exhibit B to this Master Contract (Contractor’s Responses to the RFP) Round I and 

Round 11; 
k) Any End User License Agreements for Software; 
1) The terms and conditions contained on Purchaser’s purchase documents, if used. 

39. Entire Agreement 

This Master Contract sets forth the entire agreement between the parties hereto with respect to the 
subject matter hereof and except as provided in the section Contractor Commitments, 
Warranties and Representations, understandings, agreements, representations, or warranties 
not contained in this Master Contract or a written amendment hereto shall not be binding on 
either party. Except as provided herein, no alteration of any of the terms, conditions, delivery, 
price, quality, or Specifications of this Master Contract will be effective without the written 
consent of both parties. 
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40. 

41. 

42. 

43. 

Additional Products 

40.1. Additional Products that are determined by 1)IS to be appropriate to the scope of this 
Master Contract, may be added to this Master Contract (Schedule A hereto) by an 
instrument in writing. Such writing shall include a specific description of the additional 
Products, pricing and additional terms and conditions as relevant. 

The additional Products shall be available under the same terms and conditions 
established herein, unless otherwise agreed to in writing. 

40.2. 

Independent Status of Contractor 

In the performance of this Master Contract, the parties will be acting in their individual, corporate 
or governmental capacities and not as agents, employees, partners, joint venturers, or associates 
of one another. The employees or agents of one party shall not be deemed or construed to be the 
employees or agents of the other party for any purpose whatsoever, nor will Contractor make any 
claim of right, privilege or benefit which would accrue to an employee under chapter 41.06 RCW, 
chapter 23B.16 RCW, or Title 51 RCW. 

Governing Law 

This Master Contract shall be governed in all respects by the law and statutes of the state of 
Washington. Jurisdiction for any action hereunder shall be the Superior Court for the state of 
Washington. Venue of any action hereunder shall be in the Superior Court for Thurston County, 
Washington; provided that Purchasers other than DIS may negotiate venue in another designated 
county, provided further that venue for any action with DIS as a named party shall be the 
Superior Court for Thurston County. 

Subcontractors 

43.1. Contractor may not enter into subcontracts with third parties for the performance of any 
security related duties, without the prior written consent of the DIS Master Contract 
Administrator. Security related duties include, without limitation, duties directly 
involving the issuance of Certificates or creation of Private Keys; responsibility for the 
secure operation of the trustworthy system used by the Certification Authority or any 
recognized Repository; and direct responsibility, beyond general supervisory authority, 
for establishing or adopting policies regarding the operation and security of the 
Certification Authority. 

In no event shall the existence of a subcontract operate to release or reduce Contractor’s 
liability to Purchaser or DIS for any breach in the performance of Contractor’s duties. For 
purposes of this Master Contract, Contractor agrees that all subcontractors shall be 
deemed agents of Contractor. Contractor further agrees to hold Purchaser or DIS 
harmless from acts or omissions of Contractor’s subcontractors, their agents, or 
employees. Contractor shall hold Purchaser andor DIS harmless for any loss or damage 
resulting from personal injury, physical loss, harassment of employees, or violations of 
the Patent and Copyright Indemnification section of this Master Contract occasioned 
by the acts or omissions of Contractor’s subcontractors, their agents or employees. The 
Patent and Copyright Indemnification section of this Master Contract shall apply to all 
subcontractors. 

43.2. 
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44. Assignment 

44.1. Contractor shall not assign this Master Contract including the proceeds hereof without the 
prior written consent of DIS: provided that, such assignment, if granted by DIS, shall not 
operate to relieve Contractor of any of its duties and obligations hereunder, nor shall such 
assignment affect any remedies available to Purchaser or DIS that may arise from any 
breach of this Master Contract, its supplements, or warranties made herein, including but 
not limited to rights of setoff. 

c-: 

45. 

46. 

(I,) 

44.2. With the prior written consent of Contractor,, which consent shall not be unreasonably 
withheld, DIS may assign this Master Contract. 

Publicity 

45.1. Contractor agrees to submit to DIS, all advertising, sales promotion, and other publicity 
matters relating to this Master Contract or any product finished by Contractor wherein 
Purchaser or DIS is mentioned or language is used which infers or implies a connection 
between Contractor and Purchaser or DIS. Contractor further agrees not to publish or use 
such advertising, sales promotion, or publicity matter without the prior written consent of 
DIS. 

A Party may use the other Party’s name and logo (except for the State Seal) in advertising, 
sales promotion, and other publicity matters relating to this Master Contract, without 
royalty, provided that this Master Contract and the relationship between the Parties is not 
misrepresented. Any use of a Party’s logo shall inure to the benefit of such Party. 

45.2. 

Review of Contractor’s Records 

46.1. 

46.2. 

46.3. 

46.4. 

Contractor and its subcontractors shall maintain books, records, documents and other 
evidence of accounting procedures and practices which sufficiently and properly reflect 
all direct and indirect costs of any nature invoiced in the performance of this Master 
Contract. Additionally, contractor shall maintain records of all Certificates that reference 
a Washington State Certificate Policy that are issued to Subscribers who may not be party 
to this contract. Such records shall be retained for six (6) years after the expiration or 
termination of this Master Contract. Records involving matters in litigation related to this 
Master Contract shall be kept for one (1) year following the termination of litigation, 
including all appeals if the litigation has not terminated within five (5) years from the 
date of expiration or termination of this Master Contract. 

All such records shall be subject at reasonable times and upon prior notice, to 
examination, inspection, copying, or audit by personnel authorized by the DIS Master 
Contract Administrator or the Office of the State Auditor and federal officials authorized 
by law, rule, regulation, or contract, when applicable. During the term of this Master 
Contract, access to these items will be provided within Thurston County. During the six 
(6) year period after the Contract term or five (5) year term following litigation, delivery 
of and access to these items will be at no cost to the State. Contractor shall be responsible 
for any audit exceptions or disallowed costs incurred or charged by Contractor or any of 
its subcontractors. 

The records retention and review requirements of this section shall be incorporated by 
Contractor in its subcontracts. 

Books, records, documents and other evidence of accounting procedures and practices 
related to Contractor’s cost structure, including overhead, general and administrative 
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c, 

c: 

Genera 

47. 

48. 

49. 

expenses, and profit factors, shall be excluded from review unless cost or any ‘other 
material issue under this Master Contract is calculated or derived from these factors. 

Provisions 

Patent and Copyright Indemnification 

47.1. Contractor will, at its expense, defend or settle any claim against Purchaser and DIS that 
Equipment, Software or other items (e.g. documentation or training materials) supplied 
hereunder infringed any patent, copyright, or trademark. Contractor will pay resulting 
costs, damages and attorneys’ fees awarded by final judgement or agreed upon in a 
negotiated settlement, provided that, 

a) Purchaser promptly notifies Contractor in writing of the claim; and 
b) Purchaser cooperates with and agrees to use its best efforts to encourage the Office of 

the Attorney General of Washington to grant Contractor sole control of the defense 
and all related settlement negotiations. 

47.2. Contractor will pay all costs of such defense and settlement, and any costs and damages 
awarded by a court or incurred by Purchaser. If such claim has occurred, or in 
Contractor’s opinion is likely to occur, Purchaser agrees to permit Contractor at its option 
and expense, either to procure for Purchaser the right to continue using the Equipment, 
Software or other item alleged to be infringing or to replace or mod@ the same so that 
they become non-infringing and functionally equivalent. If use of the Equipment, 
Software or other item is enjoined by a court, and Contractor determines that none of 
these alternatives is reasonably available, Contractor, at its risk and expense, will take 
back the Equipment and/or Software and refund its depreciated value without deduction 
for patent impairment. No termination charges will be payable on such returned 
Equipment, and Purchaser will pay only those charges which were payable prior to the 
date of such return. Depreciated value shall be calculated on the basis of a useful life of 
five ( 5 )  years commencing on the date of purchase and shall be an equal amount per year 
over said useful life. The depreciation for fractional parts of a year shall be prorated 
based on 365 days per year. In the event the Equipment has been installed less than one 
year, transportation to the initial installation site paid by Purchaser shall be refunded by 
Contractor. 

47.3. Contractor has no liability for any claim of infringement unavoidably arising from 
Contractor’s compliance with any designs, specifications or instructions of Purchaser. 

Save Harmless 

Contractor shall protect, defend, indemnify and save Purchaser and DIS harmless from and against 
any damage, cost, or liability, resulting from any claim, including actual costs and attorneys’ fees, 
for any or all injuries to persons or damage to property arising from intentional, willful or 
negligent acts or omissions bf Contractor, its officers, employees, agents, or subcontractors. This 
Save Harmless provision supercedes any limitation of liability in this Master Contract. 

Insurance 

49.1. Contractor shall, during the term of this Master Contract, maintain in full force and 
effect, the insurance described in this section with an insurance carrier or carriers licensed 
to conduct business in the state of Washington and approved by the DIS Master Contract 
Administrator, which approval shall not be unreasonably withheld. 
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49.2. The minimum acceptable limits shall be as indicated below, with deductibles allowed 
only as indicated, for each of the following categories: 

a) Commercial General Liability, with no deductible, covering the risks of bodily injury 
(including death), property damage and personal injury, including coverage for 
contractual liability, with a limit of not less than $1 million per occurrence/$2 million 
general aggregate; and 

b) Business Automobile Liability (owned., hired, or non-owned), with no deductible, 
covering the risks of bodily injury (including death) and property damage, including 
coverage for contractual liability, with a limit not less than $1 million per accident/$:! 
million general aggregate; and 

c) Employers Liability, with no deductible, covering the risks of Contractor’s 
employees’ bodily injury by accident or disease with limits not less than $1 million 
each accident for bodily injury by accident and $1 million each employee for bodily 
injury by disease, at least $2 million general aggregate; and 

d) Umbrella policy providing excess limits over the primary policies in an amount not 
less than $3 million; and 

e) Professional Liability Errors and Omissions, with a deductible not to exceed $25,000, 
conditioned upon subsection 49.3 below, and coverage of not less than $1 million per 
occurrence/$2 million general aggregate. 

f )  Crime Coverage with a deductible not to exceed $1 million, conditioned upon 
subsection 49.3 below, and coverage of‘not less than $5 million single limit per 
occurrence and $10 million in the aggregate, which shall at a minimum cover 
occurrences falling in the following categories: Computer Fraud; Forgery; Money 
and Securities; and Employee Dishonesty. 

For Professional Liability Errors and Omissions coverage (subsection 49.2.e) above) and 
Crime Coverage (subsection 49.2.0 above), Contractor shall: (i) continue such coverage 
for six (6) years beyond the expiration or termination of this Master Contract, naming the 
State as an additional insured and providing the State with certificates of insurance on an 
annual basis; (ii) within thirty (30) days of execution of this Master Contract provide for 
the benefit of DIS an irrevocable stand-by letter of credit, or other financial assurance 
acceptable to the State, in the amount of $1 million, during the Initial and any Subsequent 
Terms of this Master Contract and for six (6)  years beyond the expiration or termination 
of this Master Contract to pay for any premiums to continue such claims made policies, 
or available tails, whichever is appropriate, at the State’s sole option, in the event 
Contractor fails to do so. In addition, such irrevocable stand-by letter of credit shall 
provide for payment of any deductible on the Professional Liability Errors and Omissions 
policy and the Crime Coverage under the same terms and conditions of such policy as 
though there were no deductible. “Irrevocable stand-by letter of credit,” as used in this 
Contract means a written commitment by a federally insured financial institution to pay 
all or part of a stated amount of money, until the expiration date of the letter, upon 
presentation by DIS (the beneficiary) of a written demand therefor. 

Premiums on all insurance policies shall be paid by Contractor or its subcontractors. Such 
insurance policies shall name DIS as an additional insured, shall reference this Master 
Contract number (TOO-MST-001) and shall have a condition that they not be revoked by 
the insurer until thirty (30) calendar days after notice of intended revocation thereof shall 
have been given to DIS by such insurer. In addition, Contractor shall give DIS at least 
thirty (30) days notice of any changes that Contractor makes to any insurance coverage 
required hereunder. 

I 

49.3. 
I 

49.4. 
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50. 

51. 
0 

52. 

53. 

49.5. 

49.6. 

49.7. 

All insurance provided by Contractor shall be primary as to any other insuranbe or self- 
insurance programs afforded to or maintained by the State and shall include a severability 
of interests provision. 

Contractor shall include all subcontractors as insureds under all required insurance 
policies, or shall furnish separate certificates of insurance and endorsements for each 
subcontractor. Subcontractor(s) shall comply fully with all insurance requirements stated 
herein. Failure of subcontractor(s) to comply with insurance requirements does not limit 
Contractor’s liability or responsibility to Purchaser. 

Contractor shall furnish to DIS copies of certificates for all required insurance within 
thirty (30) calendar days of the execution date of this Master Contract, and updated 
certificates on each successive renewal date for each policy of insurance during the Initial 
and any Subsequent Terms of this Master Contract. All Certificates shall reference this 
Master Contract number (TOO-MST-001). 

Industrial Insurance Coverage 

Prior to performing work under this Master Contract, Contractor shall provide or purchase 
industrial insurance coverage for its employees, as may be required of an “employer” as defined 
in Title 5 1 RCW, and shall maintain full compliance with Title 5 1 RCW during the course of this 
Master Contract. Except as prohibited by law, Contractor waives all rights of subrogation against 
DIS and Purchaser for recovery of damages to the extent they are covered by workers 
compensation or other insurance required to be purchased by Contractor under this Master 
Contract. Purchaser will not be responsible for payment of industrial insurance premiums or for 
any other claim or benefit for Contractor, or any subcontractor or employee of Contractor, which 
might arise under the industrial insurance laws during the performance of this Master Contract. 

Licensing Standards 

Contractor shall comply with all applicable local, state, and federal licensing requirements and 
standards necessary in the performance of this Master Contract. (See, for example, chapter 
19.02 RCW for state licensing requirements and definitions.) 

OSHA/WISHA 

Contractor represents and warrants that its Products, when shipped, are designed and 
manufactured to meet then current federal and state safety and health regulations. Contractor 
further agrees to indemnify and hold Purchaser harmless from all damages assessed against 
Purchaser as a result of the failure of the items furnished under this Master Contract to so comply. 

Compliance with Civil Rights Laws 

During the performance of this Master Contract, Contractor shall comply with all federal and 
applicable state nondiscrimination laws, including but not limited to: Title VII of the Civil Rights 
Act, 42 U.S.C. 12101 et seq.; the Americans with Disabilities Act (ADA); and chapter 
49.60 RCW, Washington Law Against Discrimination. In the event of Contractor’s 
noncompliance or refusal to comply with any nondiscrimination law, regulation or policy, this 
Master Contract may be rescinded or terminated in whole or in part under the Termination for 
Default section, and Contractor may be declared ineligible for further Contracts with Purchaser. 
In addition to the cancellation of this Master Contract, Contractor may be subject to remedies 
under federal and state law. 
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54. 

55. 

56. 

Severability 

The terms and conditions of this Master Contract are declared severable. If any term or condition 
of this Master Contract or the application thereof to any person(s) or circumstances is held 
invalid, such invalidity shall not affect other terms, conditions, or applications which can be given 
effect without the invalid term, condition, or application. 

Waiver 

Waiver of any breach of any term or condition of this Master Contract shall not be deemed a waiver 
of any prior or subsequent breach. No term or condition of this Master Contract shall be held to be 
waived, modified, or deleted except by a written instrument signed by the parties hereto. 

Contractor’s Proprietary Information 

Contractor acknowledges that Purchaser is subject to chapter 42.17 RCW and that this Master 
Contract shall be a public record as defined in RCW 42.17.250 through 42.17.340. Any specific 
information that Contractor claims to be confidential or proprietary shall be clearly identified as 
such by Contractor. To the extent consistent with chapter 42.17 RCW, Purchaser shall maintain 
the confidentiality of all such information marked confidential or proprietary. If a request is made 
to view Contractor’s proprietary information, Purchaser will noti@ Contractor of the request and 
of the date that the records will be released to the requester unless Contractor obtains a court 
order enjoining that disclosure. If Contractor fails to obtain the court order enjoining disclosure, 
Purchaser will release the requested information on the date specified. 

Disputes, Remedies and Liabilities r ,  
57. Disputes L/ 

57.1. In the event a bona fide dispute concerning a question of fact arises between Contractor 
and Purchaser or DIS and it cannot be resolved between the parties with the aid of the 
DIS Master Contract Administrator, either party may initiate the dispute resolution 
procedure provided herein. 

Disputes shall be resolved as quickly as possible. The initiating party shall reduce its 
description of the dispute to writing and deliver it to the responding party. The 
responding party shall respond in writing within three (3) Business Days. 

a) Both parties shall have three (3) Business Days to negotiate in good faith to resolve 
the dispute. If the dispute cannot be resolved within three (3) Business Days, a 
dispute resolution panel may be requested in writing by the initiating party, who shall 
also identi@ the first panel member. 

b) Within three (3) Business Days of receipt of the initiating party’s request, the 
responding party will designate a panel member. The two panel members will 
appoint a third member to the panel within the next three (3) Business Days. 

c) Each of the parties agrees to bear the costs of its own designated panel member. The 
costs for the third panel member shall be shared equally by the parties. 

d) The panel will review the written descriptions of the dispute, gather additional 
information as needed, and render a decision on the dispute in the shortest practical 
time. 

e) The parties agree that the decision of the panel will be binding. 

57.2. 
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58. 

Activity 
98.5% availability of Public Repository, excluding 
time scheduled for regular maintenance. See 
Subsection 19.1. 

Failure to update Public Repository with Certificate 
revocation and suspension. See Subsection 19.3 

I 

59. 

Liquidated damages amount 
Ten thousand dollars (% 10,000) 
per hour, or any portion of an 
hour, Public Repository is 
unavailable. 
Five thousand dollars ($5,000) 
per late or missed CRL update 
cycle. 

60. c: 

c.’ 

57.3. 

57.4. 

57.5. 

Purchaser, DIS and Contractor agree that, the existence of a dispute notwithstanding, they 
will continue without delay to carry out all their respective responsibilities under this 
Master Contract which are not affected by the dispute. 

Purchaser, DIS and Contractor agree to exercise good faith in dispute resolution and, 
whenever possible, to settle disputes prior to using the dispute resolution panel. No party 
shall commence litigation against another before the panel has issued its decision on the 
matter in dispute. 

This Disputes clause does not preclude the consideration of questions of law in 
connection with decisions provided for in this clause, provided that, nothing in this 
Master Contract shall be construed as making final the decisions of any administrative 
official, representative, or board on a question of law. 

Attorneys’ Fees and Costs 

If any party brings litigation to enforce any term, condition, or section of this Master Contract, or 
as a result of this Master Contract in any way, the prevailing party shall be awarded its reasonable 
attorneys’ fees together with necessary fees, expenses, and costs incurred for such litigation at 
both trial and appellate levels, as well as subsequent to judgement in obtaining execution thereof. 

Non-Exclusive Remedies 

The remedies provided for in this Master Contract shall not be exclusive but are in addition to all 
other remedies available under law. 

Failure to Perform 

60.1. 

60.2. 

Withhold Payment. If Contractor fails to perform any obligation under this Master 
Contract, Purchaser shall give Contractor written notice of such failure to perform. Time 
is of the essence in performance of this Master Contract. At the time of giving notice, 
Purchaser may elect, without penalty to Purchaser, to immediately withhold any and all 
monies due and payable to Contractor until a failure to perform is cured or otherwise 
resolved. Purchaser may withhold payment for any Products provided by Contractor, 
whether or not the payment withheld relates to the Product at issue. 

Liquidated Damages 

Nothing in this Section precludes Purchasers, including DIS, from seeking damages 
allowed by law for breach or non-performance of this Master Contract. 
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61. Limitation of Liability 

61.1. 

61.2. 

61.3. 

Neither the Contractor nor DIS shall be liable to each other, regardless of the form of 
action, for consequential damages except a claim or demand based on patent or copyright 
infringement, in which case liability shall be as set forth elsewhere in this Master 
Contract. This section does not modify any sections regarding liquidated damages, or 
withholding payment for failure to perform as are elsewhere set forth herein. The 
damages specified in the Sections titled OSHAWISHA, Termination for Default and 
Review of Contractor's Records are not consequential damages as that term is used in 
this section. 

Neither Contractor nor Purchaser shall be liable for damages arising from causes beyond 
the reasonable control and without the fault or negligence of either Contractor or 
Purchaser. Such causes may include, but are not restricted to, acts of God or of the public 
enemy, acts of a governmental body other than Purchaser acting in either its sovereign or 
contractual capacity, war, explosions, fires, floods, earthquakes, epidemics, quarantine 
restrictions, strikes, freight embargoes, and unusually severe weather; but in every case 
the delays shall be beyond the reasonable control and without fault or negligence of 
Contractor, Purchaser, or their respective subcontractors. 

If delays are caused without its fault or negligence, neither Contractor nor Purchaser shall 
be liable for damages for delays, unless the Products were obtainable on comparable 
terms from other sources in sufficient time to permit Contractor or Purchaser to meet its 
required performance schedule. 

62. Limitations on Damages 

62.1. Subject to Subsections 62.2 and 62.3 below, and unless waived by Contractor,, for 
transactions using either licensed or non-licensed Certificates, Contractor is: 

a) Not liable for a loss caused by reliance on a false or forged Digital Signature of a 
Subscriber, if, with respect to the false or forged Digital Signature, Contractor 
complied with all material requirements of the Certificate Policy; 

b) Not liable in excess of the amount specified in the Certificate as its recommended 
reliance limit for either: (i) A loss caused by reliance on a misrepresentation in the 
Certificate of a fact that the Contractor is required to confirm; or (ii) Failure to 
comply with the Certificate Policy or Certification Practice Statement in issuing the 
Certificate; and 

c) Not liable for: (i) Punitive or exemplary damages; (ii) Damages for pain or suffering; 
or (iii) Consequential or incidental damages. 

Nothing in Subsection 62.1 above of this Master Contract relieves Contractor of its 
liability for breach of any of the warranties or certifications it gives: 

a) To a Subscriber that the Certificate contains no information known to the Contractor 
to be false; 

b) To all who reasonably rely on the information contained in the Certificate that the 
Contractor has issued the Certificate to the Subscriber and the Subscriber accepted 
the Certificate; or 

c) For its lack of good faith, which warranties and obligation of good faith may not be 
disclaimed. 

Nothing in Subsection 62.1 above relieves Contractor of its liability for damages arising 
from Termination of this Master Contract or damages that are not directly related to 
reliance on a Certificate. 

62.2. 

62.3. 
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63. Damages on Termination for Default 

Activity 
Unavailability of Public Repository, excluding time 
scheduled for regular maintenance. Subsection. 19.1 
Failure to update Public Repository with Certificate 

63.1. If Contractor violates any term or condition of this Master Contract or fails to fulfill in a 
timely and proper manner its obligations under this Master Contract, and DIS terminates 
this Master Contract or Purchaser terminates an order, DIS or Purchaser shall have the 
right to procure the Products that are the subject of this Master Contract on the open 
market and Contractor shall be liable for all damages, without limitation of Certificate 
reliance limits, including, but not limited to: 

a) The cost difference between the original Master Contract price for Products, and the 
replacement costs of such Products acquired from another vendor; and 

b) If applicable, all administrative costs directly related to the replacement of the Master 
Contract, such as costs of competitive bidding, mailing, advertising, applicable fees, 
charges or penalties, and staff time costs; and, 

c) Any other costs to Purchaser or DIS resulting from Contractor’s breach. 

Cure Period 
Within 24 hours 

Within 48 hours 

63.2. Purchaser or DIS shall have the right to deduct from any monies due to Contractor, or 
that thereafter become due, an amount for damages that Contractor will owe Purchaser or 
DIS for Contractor’s default. 

Contract Termination 

64. Termination for Default 

64.1. If Contractor violates any term or condition of this Master Contract or fails to fulfill in a 
timely and proper manner its obligations under this Master Contract, DIS may terminate 
the Contract. If Contractor corrects the failure or violation within the stated cure period, 
the failure will no longer be deemed a breach. The failure or violation shall be corrected 
by Contractor within the time specified in the table below: 

revocation and suspension. Subsection 19.3 
Failure to revoke or suspend Certificates upon 
request. Section 16 
Failure to update Subscriber Key. Section 27 
Failure to issue Digital Certificates. Section 24 
Failure to recover Decryption Keys. Section 25 

Within 48 hours 

Within 48 hours 
Within 5 Business Days 

1 Within 5 Business Days 

64.2. Except as otherwise provided in this Master Contract, the cure period for non- 
performance breaches not specified in the table in Section 64.1 above shall be thirty (30) 
days, or as otherwise mutually agreed in writing. 

If Contractor’s failure or violation is not corrected within the applicable cure period, DIS, at 
its sole discretion, may terminate this Master Contract immediately by written notice from 
the DIS Contracting Officer to Contractor or Purchaser’s order may be terminated by written 
notice from Purchaser to Contractor. If the termination of this Master Contract occurs within 
one (1) year of its execution, DIS may, at its sole discretion and option, contract with the next 
best bidder in the acquisition process that resulted in this Master Contract. 

64.3. 
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64.4. DIS, at its sole discretion, may terminate the Contract for default if the Contractor fails 
more than once to perform any obligation or combination of obligations, notwithstanding 
that, for each incident of non-performance, Contractor was able to correct that incident of 
non-performance within the specified cure period. 

64.5. If either DIS or Purchaser violates any material term or condition of this Master Contract 
or fails to fulfill in a timely and proper manner its performance obligations under this 
Master Contract, then Contractor shall give the DIS Contracting Officer or other 
Purchaser, as appropriate, written notice of such failure, which shall be corrected by DIS 
or other Purchaser within thirty (30) calendar days. If such failure to perform is not so 
corrected, Purchaser’s order may be terminated by written notice from Contractor to 
Purchaser or, if DIS is the party who fails to perfume a material obligation, this Master 
Contract may be terminated immediately by written notice from Contractor to the DIS 
Contracting Officer. 

If it is determined the failure to perform is without the defaulting party’s control, fault, or 
negligence; the termination shall be deemed a Termination for Convenience. 

This section shall not apply to any failure to perform that results from the willful or 
negligent acts or omissions of the aggrieved party. 

64.6. 

64.7. 

65. Termination for Convenience 

c.u 
65.1. When it is in the best interest of the State, the DIS Contracting Officer may terminate‘this 

Master Contract, in whole or in part, by thirty (30) calendar days written notice to 
Contractor. Invocation of the Termination for Withdrawal of Authority or 
Termination for Non-Allocation of Funds sections shall be deemed a Termination for 
Convenience but will not require such thirty (30) calendar days written notice. 

If this Master Contract is so terminated, Purchaser is liable only for payments required by 
the terms of this Master Contract for Products received and accepted by Purchaser prior 
to the effective date of termination. 

65.2. 

66. Termination for Withdrawal of Authority 

In the event that the authority of Purchaser or DIS to perform any of its duties is withdrawn, 
reduced, or limited in any way after the commencement of this Master Contract and prior to 
normal completion, DIS may terminate this Master Contract under the Termination for 
Convenience section. No penalty shall accrue to Purchaser or DIS for exercising its rights under 
this section. 

67. Termination for Non-Allocation of Funds 

If funds are not allocated to continue this Master Contract in any future period, Purchaser or DIS 
will not be obligated to pay any further charges for Products, including the net remainder of 
agreed to consecutive periodic payments remaining unpaid beyond the end of the then-current 
period. In such case, Purchaser or DIS agrees to notiijr Contractor at the earliest possible 
opportunity of such non-allocation. No penalty shall accrue to Purchaser or DIS for exercising its 
rights under this section. 

68. Termination for Conflict of Interest 

Contractor warrants that its performance of this Master Contract does not violate chapter 42.52 
RCW, Ethics in Public Service. DIS may terminate this Master Contract by written notice to 
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Contractor if DIS determines, after due notice and examination, that any party has violated 
chapter 42.52 RCW, Ethics in Public Service, or any other laws regarding ethics in public 
acquisitions and procurement and performance of contracts. In the event this Master Contract is 
terminated for conflict of interest, DIS shall be entitled to pursue the same remedies against 
Contractor as it could pursue in the event Contractor breaches this Master Contract. 

69. Termination Procedure 

69.1. Upon termination of all or part of this Master Contract and in addition to any other rights 
provided in this Contract, DIS may require Contractor to deliver to Purchaser or DIS, as 
appropriate, any data, records, property or Equipment specifically produced or acquired 
for the performance of such part of this Master Contract as has been terminated. 

Unless otherwise provided herein, Purchaser shall pay to Contractor the agreed-upon 
price, if separately stated, for Products received and accepted by Purchaser, provided 
that, in no event shall Purchaser pay to Contractor an amount greater than Contractor 
would have been entitled to if this Master Contract had not been terminated. Contractor 
will give pro rata credit to Purchaser for the unused time period of Certificates, e.g., a 
Purchaser of a Certificate valid for one year that is terminated after six months as a result 
of Master Contract termination is entitled to a pro rata credit of fifty percent (50%) of the 
amount paid. Failure to agree with such determination shall be a dispute within the 
meaning of the Disputes section of this Contract. Purchaser may withhold from any 
amounts due Contractor for such Products, such sum as Purchaser determines necessary 
to protect Purchaser from potential loss or liability. 

Within thirty (30) calendar days of notice, Contractor shall pay any damages due DIS or 
Purchaser. 

69.2. 

69.3. 

69.4. In the event of termination of all or part of this Master Contract, DIS may name a new 
Certification Authority. The DIS Contracting Oficer shall provide Contractor a request 
to transfer data and records to DIS or the new Certification Authority. Contractor shall 
fully cooperate in transferring to the new Certification Authority all data and records in a 
form reasonably suited to ensure uninterrupted Certification Authority and PKI services 
for Purchasers. Such transfer of data and records shall take place within thirty (30) 
calendar days of receipt of the request to transfer, at no charge to DIS. 

Activity Reporting and Administration Fee 

70. DIS Master Contract Administration Fee and Collection 

70.1. All purchases made under this Master Contract are subject to a DIS Master Contract 
Administration Fee, collected by Contractor and remitted to DIS. 

The Master Contract Administration Fee is one half of one percent (.5% or .005) of the 
purchase price. The purchase price is defined as total invoice price less sales tax. 

The Master Contract Administration Fee shall be invoiced by Contractor to all Purchasers 
as a separate detailed line item on Purchaser’s invoice. 

Contractor shall remit the Master Contract Administration Fee directly to the DIS Master 
Contract Administrator along with the Master Contract Activity Report. 

70.2. 

70.3. 

70.4. 

c., 
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71. Master Contract Activity Reporting 

71.1. Contractor shall submit to the DIS Master Contract Administrator a monthly Activity 
Report of all purchases made under this Master Contract and all sales of Certificates 
signed in accordance with the Washington State Certificate Policy. The report shall 
identify: 

a) This Master Contract number (TOO-MST-00 1); 
b) Each Purchaser making purchases during that month; 
c) The total invoice price, excluding sales tax for each Purchaser; and, 
d) The sum of all invoice prices, excluding sales tax, for all Purchasers; 
e) The DIS Master Contract Administration Fee; 
f) Summary information of the types and levels of Certificates purchased (as defined in 

the Certificate Policy) and any other Services or Related Services purchased; 
g) The total amount collected during that month from all other sales of Certificates 

issued in accordance with the Washington State Certificate Policy and Certification 
Statement, along with summary information about the types and levels of such 
Certificates (as defined in the Certificate Policy). 

The Activity Report and the DIS Master Contract Administration Fee shall be submitted 
by the 15* calendar day of the month following the month in which Contractor invoiced 
Purchaser. Contractor shall submit this report according to the layout specified by the 
DIS Master Contract Administrator. 

71.2. 

71.3. This report may be corrected or modified by the DIS Master Contract Administrator with 
subsequent written notice to Contractor. 

Monthly reports are required even if no activity occurred. 7 1.4. 

72. Failure to Remit Reports/Fees 

72.1. Failure of Contractor to remit the Master Contract Activity Report together with the 
Master Contract Administration Fee may be considered a failure to perform on the part of 
Contractor, which may result in DIS terminating this Master Contract with Contractor. 

Failure of any Purchaser to pay the Master Contract Administration Fee may result in a 
Purchaser forfeiting its right to purchase from this Master Contract. Contractor shall 
notify the DIS Master Contract Administrator when any Purchaser fails to pay the Master 
Contract Administration Fee. 

72.2. 

72.3. The DIS Master Contract Administrator will notify Contractor of any Purchaser who has 
forfeited its right to purchase under this Master Contract. After such notification, any sale 
by Contractor to a forfeiting Purchaser may be considered failure to perform by 
Contractor. 

72.4. If the performance issues are resolved, DIS, at its option, may reinstate a Purchaser's 
right to purchase. 

Contract Execution 

73. Authority to Bind 

The signatories to this Master Contract represent that they have the authority to bind their 
respective organizations to this Contract. 
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74. Counterparts 

This Master Contract may be executed in counterparts or in duplicate originals. Each counterpart 
or each duplicate shall be deemed an original copy of the Master Contract signed by each party, 
for all purposes. 

In Witness WhereoJ; the parties hereto, having read this Master Contract in its entirety, including all 
Exhibits and Schedules, do agree in each and every particular and have thus set their hands hereunto. 

APPROVED 
State of Washington 
Department of Information Services 

APPROVED 

Digital Signature Trust Co. 

Signature 

Michael D. McVicker 
Print or Type Name Print or Type Name I 

Assistant Director 3 [.A /ZO& Chief Executive Officer 
Title Date’ Title / Dafe r\ 

Approved as to Form 

Office of the Attorney General 

Assistant Attorney General 3/70/# 
Title 

- 
Contractor’s Phone Number: (801) 246-4328 

Contractor’s Fax Number: (801) 246-4361 

Contractor’s UBI Number: 

Contractor’s Federal Tax ID Number: 84-1392613 

Program Manager: Karen West 
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